Insu rance for Markel Tech 360 Canada

ication Form 4
Technology Application F
Companies

Important Notice
1. Thisis an application for a contract of insurance and various provisions within the policy will restrict coverage.

2. Thisis a proposal for a contract of insurance. You have a legal duty to provide a fair presentation of the risk. Failure to
do so may make the contract of insurance voidable or severely prejudice your rights in the event of a claim.

3. This proposal must be completed signed and dated. All questions must be answered to enable a quotation to be given
but completion does not bind you or insurers to enter into any contract of insurance. If space is insufficient to answer
any questions fully, please attach a signed addendum sheet. You should retain a copy of the completed proposal (and of
any other supporting information) for future reference.

4. You are recommended to request a specimen copy of the proposed policy wording from your insurance broker and to
consider carefully the terms, conditions, limitations and exclusions applicable to the cover.

Section A: General Information

Name of applicant:

Principal Address:

Province of Incorporation

Website URL:

Total Employees:

Date of Establishment:
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Please provide a full description of your business activities and detail if there are any anticipated changes to the
activities in the next 12 months:

Al. Type of Business Entity (please check the applicable description):
D Corporation D Limited Partnership/Limited Liability Company

D Not for Profit/Tax Exempt Company D Partnership/Joint Venture

If other, please specify:

A2. Does the Applicant act as a general partner, partnership manager or participate in any joint D Yes D No
ventures?
If ‘Yes’, and coverage is required, please attach a list of these entities and indicate for each
the nature of business and percentage ownership held by the Applicant.

A3. Are there any entities owned less than 51% for which coverage is requested? D Yes D No
If ‘Yes’, and coverage is required, please attach a list of these entities and indicate for each
nature of business and percent of ownership held by Applicant.

A4. Has the Applicant in the past 12 months completed or agreed to, or does it contemplate
within the next 12 months, any of the following, whether or not such transactions were or
will be completed:
a) A merger, acquisition, consolidation or tender offer? D Yes D No

b) Does the Applicant have any subsidiaries outside of Canada? D Yes D No

If ‘Yes', please attach a list of these entities and indicate for each the nature of business and
percentage ownership held by the Applicant.
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Please provide annual financial details for the past year, current year and the projected income for the next financial year.

Currency

Past Year

Current Year

Next Year

Revenue

Total Assets

Current Assets

Current Liabilities

Total Debt

Cash Flow from Operations

Profit (Loss)*

Wageroll

* Please provide a copy of latest annual financial report

Please confirm geographical split of fee income / turnover by client / customer base:

Past Year

Current Year (estimate)

Next Year (estimate)

Canada

USA

UK

Europe

Rest of the World (ROW)

If you have entered a Rest of the World number, please list applicable countries below:

Section B: Requested Insurance

Coverage Type Limit Past Year Policy Period Current
Retroactive Dates

| Technology Errors & to

Omissions Liability
_ Directors & Officers to
 Employment to

Practices Liability
- Fiduciary Liability/

Pension Trust to

Liability
 Theft Insurance to

Cyber Liability and o)

Loss Insurance

Commercial General .

Liability
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Section C: Technology Errors & Omissions Liability Module

If you require coverage under Technology Errors & Omissions Liability, please complete the following questions:

Cl. (@) Please describe the nature of the technology services and/or products:

(b)  If your technology services or products failed, could your clients experience any of
the following outcomes? Please tick all that apply:

D Bodily injury or loss of life D Destruction of property Immediate and material
financial loss to all clients
Immediate and material Immediate and material D Minor or limited impact
financial loss to a few financial loss to multiple
clients clients

D Other (Please describe):

(o) Have you made an acquisition within the last 5 years or is it in process of making D Yes D No
an acquisition that will close within the next 12 months?

If Yes, have you reviewed completed and ongoing contracts undertaken by the D Yes D No
acquired entity to confirm that all the contractual obligations are met?

Technology Services and Technology Products Activity Split

C2. Based on the last 12 months, please approximate what percentage of your revenues were
derived from these categories, or estimate for the forthcoming year if you are a new entity:

Service or Product Total Percentage
a. Hardware

1. | Hardware designed and manufactured by you %
2. Hardware designed by others but manufactured by you %
3.  Hardware designed by you but manufactured by others %
4. Hardware designed and manufactured by others, but leased or sold by you %
b. Software

1. Customization %
2. | Implementation/Integration %
3. | Licensing (non-hosted) %
4. Maintenance %
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Service or Product Total Percentage

c. Hosted or Managed Services

1. Co-location Services %
2. Data Centre %
3. Providing DRaaS %
4. | Providing laaS %
5.  Providing MSP Services %
6. Providing MSSP Services %
7. | Providing PaaS %
8.  Providing SaaS %
d. General Professional Services
1. Computer, IT and Telecommunications Consulting %
2.  Cyber Security Consulting %
3. Data Analytics %
4. Domain Name Registration %
5.  Providing ISP Services %
6. Providing Contract Staffing %
7. | Providing Telecommunications Services (VOIP, SATCOM, WIFI, Cable) %
8. | Training Services %
9. Website Design, Implementation, Hosting, or Maintenance %
e. Specialized or Emerging Technology
1.  Artificial Intelligence or Machine Learning Development or Implementation %
2. Blockchain, NFTs, or Cryptocurrency Development or Deployment %
3. Game developer %
4. Game publisher %
5. Operational Technology Hardware or Software (PLCs, SCADA, ICS or other %
manufacturing process services)
6. Payment gateway %
7. Payment processing %
f. Other (please describe below): %
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g. If you provide hosting services, please provide the names of your cloud provider(s) Not
by the kind of hosting services you are providing. Applicable
Type of Hosted Service Name of Cloud Provider

If you do not provide hosting please skip the following:

h. Are the indemnity agreements in the contract between you and your cloud provider D Yes D No
mirrored in your contracts with your clients?

i Are the SLAs in the contract between you and your cloud provider mirrored in your D Ve D No
contracts with your clients?

Client Contracts

C3. Please provide the following details about your client contracts from the last three years:
Number of Average Contract Value Average Contract Duration (in months)
Contracts

Please list the five largest contracts undertaken during the last 3 years:

Client Sector Nature of your Overall Fee Duration (Years, Months)
service of product

C4. Do you provide any products and services to the following sectors: Aerospace, Automotive, D Yes D No
Financial Services, Healthcare, Public Sector/Government, or Militaries

Contracting Procedures

C5. a. Do you have a formal process for tendering your services or products? D Ve D No
b. Do you always work to signed contracts? D Vi D No
C. Have all company standard terms and conditions been reviewed by legal counsel D Vi D No
before they are signed?
d. Are all client generated contracts reviewed by legal counsel before they are signed? D Ve D No

e. Who has the authority to negotiate contracts on behalf of the company?
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Kindly indicate the percentage of your client contracts that are the subject of the following:

f. Your standard contract without amendment: %
g. Your standard contract in which you have approved amendments: %
h. Bespoke contractual term and conditions %
i Client’s contract, with or without amendments approved by you: %
j- Which of the following provisions, limitations or extensions are typically found in your contracts?
Please tick all that apply:
D Dispute resolution D Capped limitation on D Changes to scope of
agreement Liability services only by written
variation of the contract
D Client acceptance D Disclaimer of warranties D Hold harmless clauses
requirements
D Indemnification of the client D Indemnification of the D Indemnification of you
by you arising out of death, client by you for intellectual by the client arising out
bodily injury or property property rights of death, bodily injury or
damage property damage
Indemnification of you by Liability for consequential, D Liability for financial
the client for intellectual special or indirect damages damages greater than the

property rights value of the contract

Loss of Profits Payment terms D Performance warranty to
a standard greater than

reasonable care and skill

Project milestones Specified liquidated D Specified scope of services

damages

Unlimited warranty period Others (please explain):

I | B
I | B

k. What is your standard amount of capped limitation of liability in your contacts?

L. What is the largest amount of capped limitation on liability that you have agreed
upon in any one contract?

m. | Inrespect of your largest capped contract, what is the total value of that contract?

Sub-contacting procedures

n. What percentage of your work is sub-contracted to others? %

o. Do you obtain hold harmless and/or indemnity agreements from your %
sub-contractors?

p. Do you require that your sub-contractors provide you with proof that their D Yes D No
professional liability, general liability, and cyber insurance coverage is current?
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Quality Assurance

C6. If you create your own software or hardware, please answer the following questions: D Not Applicable
a. Do you incorporate the principles of privacy by design? D Yes D No
b. Do you incorporate the principles of security by design? D Yes D No
C. Do you register your intellectual property rights for the technology that you design D Yes D No

or create?

d. Do you incorporate third-party intellectual property, including software code? D Vies D No
e. If Yes, please describe your procedure to obtain and maintain appropriate licenses or rights to use such

third-party intellectual property.

C7. Does the applicant have the following procedures in place:
a. Procedure to evaluate end user needs prior to starting an engagement? D Yes D No
b. Procedure to review contract milestones through the course of an engagement? D Vs D No
C. Policy for testing products and updates prior to deployment into client production? D Ve D No

d. Procedure to identify and patch bugs, zero-days, or other vulnerabilities throughout
the life cycle of its products? D Yes D No

e. | Policy to maintain and archive all documentation of development and testing D Vs D No
through the life cycle of each product?

f. Policy that requires all clients provide a written acceptance of your products or D Yes D No
services prior to the implementation into production?

g. Formal client complaint resolution procedure? D Vi D No

h. Please describe any other methods you utilise to monitor contracts internally during their lifespan to

enable early identification and escalation of any problems:
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Section D: Directors & Officers and Company Liability Module

If you require coverage under Directors & Officers Liability, please complete the following questions:

D1.

D2.
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Can you confirm the statements for the applicant and all of its subsidiaries:

a. Are not contemplating a share offering or rights issue in the next 12 months? D Yes D No

b. Involved in any issuance of debt or convertible securities? D Yes D No

C. Are not publicly listed on any stock exchange or other securities exchange? D Yes D No

d. Have not had any material change to its capital structure D Yes D No

e. Have not sold any part of the company in the last 12 months and do not anticipate D Yes D No
making any acquisitions or disposals in the next 12 months?

f. Have not had the CEO or CFO leave the company in the last 12 months? D Yes D No

g. Do not have any shareholders that own 5% or more of the company that are not D Yes D No
directors?

h. Do not any have any shareholders that own 20% or more of the voting shares

directly or beneficially?

D Yes

DNO

If you have answered No to any of the questions above, please give details here:

Has the applicant sought protection under the Companies’ Creditors Arrangement Act
(CCAA) or Bankruptcy and Insolvency Act in Canada or Chapter 11 in the U.S.A,,

or reorganization or arrangement with creditors under provincial or state law or similar
provisions in any other jurisdiction?

D Yes

DNO
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Section E: Employment Practices and Third Party
Discrimination Liability Module

11

Canada USA Other Specify Country if Other
Number of Full Time
Employees
Number of Part Time
Employees
Number of Contract
Employees (the company has
assumed liability of)
Number of Volunteers
Texas California | New York | New Jersey | Michigan Illinois Florida
Number of USA Employees
by State
El. Employee Turnover as % of total. 12 Months %
24 Months %
E2. Total percentage of current employees with annual compensation greater than $100,000. %
E3. Does the Applicant have a Human Resources Department? D Yes D No
If ‘No’, does the applicant have other qualified staff members serving equivalent functions. D Yes D No
If ‘No’ how are Employment Concerns handled and by whom?
E4. Does the applicant issue all employees with an employee handbook that addresses D Yes D No
workplace conduct and grievance procedures?
If Yes, do you require all employees to sign back with acknowledging their acceptance? D Yes D No
E5. Does the Applicant have a written Human Resources Manual in place? D Yes D No
E6. Does the Applicant have a written procedure for preventing discrimination and harassment? D Yes D No
E7. Does the Applicant have a written procedure for dealing with complaints about D Yes D No
discrimination and harassment?
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ES8.

ES.

E10.

E11.

E12.

E13.

E14.

E15.

Does the Applicant have a written process for disciplinary procedures ?
Does the Applicant have a written grievance procedure ?

Does the Applicant have a complaints procedure from allegations from any person who is
not an employee of the applicant?

Does the Applicant have a standardized performance management process?
Does the Applicant provide regular written performance evaluations?

Does the Applicant provide a standardized application form for employment that includes a
full job description?

Does the Applicant have a standardized severance program for terminations and layoffs?

Are any layoffs or terminations of employees anticipated or being contemplated in the
next 18 months or has occurred in the past 18 months?

If ‘Yes' please answer the following:

a) What percentage of employees will be affected?

b) Will Outside Counsel be utilized?

c) Will severance be offered to all affected employees?

d) Are procedures in place to assist affected employees find work?

D Yes
D Yes
D Yes

D Yes
D Yes
D Yes

D Yes
D Yes

DNO
DNO
DNO

DNO
DNO
DNO

DNO
DNO

12

%

D Yes
D Yes
D Yes

DNO
DNO
DNO

Section F: Fiduciary/Pension Trust Liability Module

Plan Summary

Plan Name Plan Type

Plan Assets Number of Plan

Current Year Participants Country

Year

Established

Types of Plans:

Markel Insurance Markel Tech 360
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DC = Defined Contribution Plan

ESOP = Employee Stock Ownership Plan
DB = Defined Benefit Plan

WP = Welfare Plan

RRSP/SP = RRSP/Savings Plan
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Plan Operations

F1.

F2.

F3.

Fa4.

F5.

Markel Insurance Markel Tech 360
v. 1.8.26

If any plan for which coverage is requested holds or invests in securities of the Applicant,
please provide details, including name of plan, number of shares held and most recent
share value.

If no such plan, check here: D No Plan

In the past 18 months has the Applicant merged, spun-off, transferred or terminated any
employee benefit plans(s) or is any such merger, spin-off, transfer or termination being
contemplated in the next 18 months?

If “Yes’, provide details including transaction date, status of asset distribution, whether
similar benefits are being offered, and name of insurance carrier if terminated plan benefits
are secured by insurance.

D Yes

13

Are all plans in compliance with plan agreements or ERISA?

Has any amendment to any plan been made or contemplated within the past two (2) years,
or is any amendment now contemplated, which has resulted or might result in any reduction
of benefits including, but not limited to an increase in participant’s share of cost?

Do any plan(s) employ outside providers to perform services in the following disciplines?

If Yes, provide the service provider name:

D Yes
D Yes

D Yes

DNO
DNO

Service Usage Name of Service Provider

Investment D Yes D No

Accounting D Yes D No

Actuarial D Yes D No

Legal D Yes D No

Administrative/Books D Yes D No

Record Keeping D Yes D No
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F6.

F7.

Provide details of any reviews completed regarding any administrative, record-keeping,
investment management, or advise, commissions or marketing fees charged to or paid by,
whether directly or indirectly, any sponsored defined contribution:

14

Is benchmarking performed?

D Yes

DNO

a) How frequently are these fees reviewed/benchmarked?

b) How frequently are investment options reviewed/benchmarked, evaluated

for performance?

c) Provide details of the review/benchmark process:

Section G: Theft Module

If you require coverage under Theft, please complete the following questions:

G1.

G2.

G3.

G4.

G5.

G6.

Markel Insurance Markel Tech 360
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Are the duties of each employee arranged so that no one employee is permitted to control
any transaction/process from start to finish?

Is there segregation of duties between those responsible for bank reconciliation and
deposits, cheque signing and payroll?

Are background checks performed on all new employees?
Are company bank accounts reconciled weekly?
Are all passwords securely changed when staff leave?

Is the use of IT terminals restricted only to authorised personnel?

D Yes
D Yes

| Yes
" |Yes
| Yes
" |Yes

DNO
DNO

DNO
DNO
DNO
DNO

il MARKEL



G7. Areremote IT terminals kept in a physically secure location accessible to authorised
personnel only?

If you have answered No to any of the questions above, please give details here:

D Yes

DNO

15

G8. Please provide details on the risk management procedures for avoiding and mitigating

fraud/theft against the company and its customers (eg encryption, passwords, testing and

other message authentication, call back, contractual disclaimers):

*Please provide a copy of your procedures manual

G9. Canyou confirm the company adheres to the following best practices and minimum
security standards?

(@) All electronic payments and sensitive data (including bank/credit card details) are
encrypted?

(b) Payments to customers are only made to customer bank accounts as recorded on
the company’s systems?

(c) Prior to amending personal details (including bank account details) in your records,
secondary confirmation is obtained from customers via a source different from the
original communication and evidential proof of such changes is obtained?

(d) Customers can only access their accounts on your systems via a password?

If NO to any of the above, please detail below along with mitigating comments:

D Yes
D Yes
D Yes

D Yes

DNO
DNO
DNO
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Section H: Cyber 360 Liability and Loss Module

If you require coverage under Cyber Liability and Loss , please complete the following questions:

H1.

H2.

Markel Insurance Markel Tech 360
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@)

(b)

16

How many personally identifiable information (Pll) records or unique consumer

records does the company currently hold (including employees)?
Does the company hold or process any of the following types of sensitive data?

Financial Information (including credit / debit card records)
Medical information
Identity Information (including NI number or passport details)

Names, addresses, telephone numbers

Can you confirm the company adheres to the following best practices and minimum
security standards?

@)
(b)

©

(@
(€)
(f)

(9)

(h)

0]
0)

(K

0

(m)

Have a dedicated individual responsible for information security and privacy.
Have a written incident response plan.

Perform background checks on all employees and contractors with access to sensitive
data.

Have restricted access to sensitive data (including physical records).
Have a process to delete systems access within 48 hours after employee termination.

Have written information security policies and procedures that are reviewed annually
and communicated to all employees including information security awareness training.

Only use operating systems that continue to be supported by the original provider.

You do not use any software or hardware that is no longer supported or is considered
“end-of-life” (EOL) by the manufacturers.

You use anti-virus, anti-spyware and anti-malware software and update them regularly.

You use firewalls and other security applications between the internet and sensitive
data.

You use intrusion detection or intrusion prevention systems (IDS/IPS) and these are
monitored.

You ensure all sensitive data on your system and removable media is encrypted.
You ensure sensitive data is permanently removed (e.g. physical destruction not merely

deleting) from hard drives and other storage media and paper records are shredded or
confidentially disposed of.

D Yes

D Yes

D Yes
D Yes
D Yes

D Yes
D Yes
D Yes

D Yes
D Yes

D Yes
D Yes

D Yes

D Yes
D Yes

DNO

DNO

DNO
DNO
DNO

DNO
DNO
DNO

DNO
DNO

DNO
DNO

DNO

DNO
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H3.

H4.

17

If NO to any of the previous questions in this section, please detail below along with
mitigating comments:

(@) Do you have a disaster recovery plan (DRP) and/or business continuity plan (BCP) in place? D Yes D No

(b)

In your DRP / BCP, how long would it take for you to be fully operational again following an incident?

(c)

How often do you test your DRP / BCP?

Please provide details of your Critical Service Providers for the following services:
(or check box if it is managed and operated in-house)

Service

Critical Service Providers

In-House

(@)

Internet service provider

(b)

Cloud / hosting / data centre provider

Payment processing

Data or information processing
(such as marketing or payroll)

Offsite archiving, backup and storage

L O O O

Any other critical service providers? (list below)

Markel Insurance Markel Tech 360
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H5.

H6.

H7.

H8.

H9.

H10.

H11.

H12.

Markel Insurance Markel Tech 360
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Do you typically require such critical service providers to:

(@) Demonstrate adequacy of their IT security and risk management procedures. Is this
audited regularly?

(b) Procure and evidence relevant insurance for the services they provide to you?

() Indemnify you contractually in respect of their errors or negligence
(including data breach and system downtime)?

Please provide further details on these controls:

18

D Yes D No
D Yes D No
D Yes D No

How often is vendor access rights reviewed and updated?

D Monthly D Quarterly D Annually D Other

How is vendor access monitored on your network?

Do you have the following email controls and authentication protocols:

| |spF | |DKIM | |DMARC | |Sandboxing | | Attachment/URL Filtering
Do you use 0365 in your organisation?

D Yes. Have the following been implemented:

D MFA D ATP D Macros disabled by default

D External Tagging

D No. Which product do you use for email monitoring (e.g. Proofpoint)

Do all administrative/privileged accounts have unique credentials?
Do you allow local admin rights on workstations?

Do administrative/privileged accounts enforce MFA and/or use a privilege access management
(PAM) tool (e.g. CyberArk)?

D Yes D No
D Yes D No
D Yes D No

Which PAM product(s) do you use:
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H13.

H14.

H15.

H16.

H17.

H18.

H19.

H20.

H21.

H22.

H23.

H24.

H25.

H26.

Markel Insurance Markel Tech 360
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Do you use an endpoint protection (EPP) product?

D Yes

18

If so, which product(s):

Have you deployed an endpoint detection and response (EDR) tool that covers 100% of:

D Servers D Endpoints

D Yes

DNO

If so, which product(s):

If the EDR tool offers Al/automated rules-based enforcement, has this been enabled? D Yes

Does all remote access to your network and corporate email require multifactor
authentication (MFA)?

Have you disabled remote desktop protocol (RDP)?

If No, have you implemented the following: D VPN D MFA D RDP Honeypots
Do you operate a SIEM monitored 24/7/365 by an internal SOC or MSSP?
Does your incident response plan (IRP) specifically address ransomware scenarios?

How frequently do you back up critical data?

D No
D Yes

D Yes

D Yes
D Yes

I N/A

DNO

DNO
DNO

D Daily D Weekly D Monthly D Other

Do you keep a copy of your critical backups offline and inaccessible from your network?

Which of the following are used to store backups?

D Yes

D Cloud D Secondary data centre D Offline D Within a separate network segment

Have the following been implemented to secure your backup environment?
D Segmentation D Encryption D MFA D Vaulted Credentials

Do you use any commercial backup solutions (e.g. Commvault)?

D Yes

D Yes

DNO

DNO

Which product(s) do you use:

Does your backup strategy include the use of immutable technologies?
Is the integrity of these backups and your recovery plans regularly tested (annually)

In what time frame do you install critical and high severity patches across your enterprise?

D Yes
D Yes

D 0-3 days D 3-7 days D >7 days D >14 days D >30 days D 30-60 days

DNO
DNO
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H27. What % of the enterprise is covered by your scheduled vulnerability scans? %

If NO to any of the above, please detail below along with mitigating comments:

Please outline any additional controls your organisation has in place to mitigate the threat of
ransomware attacks (e.g. tagging of external emails, DNS, network segmentation, vulnerability
scanning, phishing training):

H28. Can you confirm the applicant adheres to the following best practices to mitigate Cyber Crime
& Social Engineering:

(@) Does the applicant provide mandatory regular training on social engineering, phishing, D Yes D No
to all employees that release company or client assets?

(b) Prior to transferring funds to an account not previously used (new payee or changing D Yes D No
payee accounts). Do verify the new account details with the recipient using a method of
authentication distinct from the original request method?

(c) Is senior management approval always required before the change or new payee is D Yes D No
processed, such approval being given after review of the underlying request and the

record of its verification?

(d) Do you have dual controls in place so that at least two people are required to process D Yes D No
financial transactions?

(e) Is the first payment to a new supplier bank account always capped and confirmation of D Yes D No
receipt always obtained before any further payment are made to that account?

Markel Insurance Markel Tech 360 lll M A R K E I
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Section I: Claims History

il.
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After having made full enquiries, including of all directors, partners and principals,
can you confirm that:

@)

(b)

(©

()

)

(f)

(9)

(h)

No claims (successful or otherwise) have been made against or have been
threatened to made against:

(i) the company or any of its predecessors in respect to any negligence, breach
of duty of care, infringement of any intellectual property right, libel or
slander, dishonesty of any employee or to any other act, error or omission
that has or might have given rise to a claim?

(i) any director, partner or officer in respect to any wrongful act committed by
them whilst acting in such capacity?

In the last 5 years the company or any director/employee has not been subject to
any regulatory investigation?

In the past 5 years, has the company or any director/employee applying for this
insurance been involved in any litigation or proceedings related to employment
including, but not limited to, wrongful dismissal?

The company has not suffered from any attempt, successful or otherwise:

(i) to steal any money, financial instruments or any other asset that it either
owns or for which it is legally responsible.

(i) of extortion against it by a threat to commit a theft, cyber-attack or other
malicious or criminal event.

The company has not received complaints, whether oral or in writing, regarding
its Fiduciary or Benefit plan fees and expenses or the performance of plan
investments, defined contribution plan fees or investments?

The company has not received complaints, whether oral or in writing, regarding its
services performed, products or solutions sold or provided, or advice given?

The company has not been adversely affected by or suffered any loss from any:

(i) privacy breach, virus, distributed denial of service (DDOS), telephone
phreaking or hacking incident?

(i) unforeseen down time to its website or IT network of more than 5 hours?

You are not aware of any circumstance or problem that might in the future give
rise to a claim against or a loss for the company or any of its directors, officers or
partners that is covered under the proposed insurance policy?

If NO to any of the above, please provide full details:

D Yes

D Yes
D Yes
D Yes

D Yes
D Yes
D Yes

D Yes

D Yes

D Yes
D Yes

DNO
DNO
DNO

DNO
DNO
DNO

DNO

DNO
DNO

21
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Section J: Declarations

| the undersigned hereby confirm that | am duly authorised and do give consent to the use of information as set out above.

| also hereby declare that | am authorised to complete this proposal on behalf of the company. | undertake to inform
insurers of any material alteration or addition to these statements or particulars which occurs before the commencement
of the period of insurance. It is hereby acknowledged and agreed that the terms conditions limitations and exclusions of
the policy may be subject to alteration at any time prior to the commencement of the period of insurance should any such
material alterations or additions arise. Signing of this proposal does not bind insurers to offer nor the applicant to accept
insurance.

Any material change in Insurers exposure must be reported prior to coverage applying.

NOTE: The signatory must be a director, senior officer, or a partner of the company.

Signature:

Name:

Company
Position:

Agent/Broker
Contact Details:

Date:

Section K: Your Data

Markel are committed to protecting your privacy. Insurance involves the use and disclosure of your personal data to
various insurance participants such as intermediaries, insurers and reinsurers. If you would like to know how Markel deals
with any personal data you have provided us, please contact your Agent or Broker who will provide you with our contact

details. Alternatively, please visit our privacy page at: www.markel.com/privacy-policy

Markel Insurance Markel Tech 360 lll M A R K E I
v. 1.8.26


https://www.markel.com/privacy-policy
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Markel Cyber 360 Canada lll

Guardian 360 Pre-Breach Services

Did you know eligible policyholders can be granted access to one of the following Guardian 360 offering alongside their pre-breach
onboarding call and Black Kite access; each includes a curated menu of cyber and privacy services, with policyholders able to select
one preferred service. Speak to your broker for more information.

Guardian 360 Core

ach partners may provide updates on Privacy, Cyber and Al, or an initial cyber risk consultation or contract review, including:

Weekly privacy updates plus quarterly Privacy, Cyber & Al roundtables with industry experts
High-level review of cybersecurity governance, with regulatory guidance and identification of key risks

Review of up to two critical contracts with insights on potential risks

CO Guardian 360 Plus

Breach partners may provide cyber risk assessments, tabletop exercises or contract reviews, including:

1
2
B8
4

Q

. Assessment or development of an incident response plan, with identification of regulatory gaps

. Avirtual one-hour tabletop exercise with key stakeholders
. Customized checklist mapping relevant federal and provincial cyber regulations
. Review of up to five critical contracts with insights on potential risks

Guardian 360 Pro

Breach partners may offer policy or contract reviews, tabletop exercises, and regulatory checklists, including:

. Review of up to two key policies, with expert recommendations for compliance and best practices

. A tailored two-hour tabletop exercise followed by a debrief to strengthen preparedness.

1

2

3. Customized checklist outlining applicable federal and provincial cyber regulations
4

. Review of up to five critical contracts, offering insight into potential risks and recommended clause enhancements to
support compliance and resilience

Guardian 360 Ultra

Breach partners may provide a full cyber readiness assessment, incident response plan drafting, custom tabletop exercises,
regulatory gap analyses, board/executive training or vendor management consultancy, as detailed below:

v A W N e

Acc

Full review of cyber policies, procedures, and contracts, with stakeholder interviews to assess preparedness

A three-hour immersive tabletop exercise with real-time feedback, followed by key takeaways and an action plan
A regulatory compliance review: expert gap analysis of your alignment with applicable cyber laws and regulations
Customized cyber risk training for executives and boards, covering legal obligations and real-world case studies

Vendor management guidance with risk assessment templates and standard cyber contract clauses for ongoing resilience.

ess is subject to terms and conditions and will be agreed on a policy by policy basis.


Daniela Colalillo
Sticky Note
Completed set by Daniela Colalillo
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